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Abstract 

Article is devoted problems to provide information security and all measures on their prevention, 
how to protect the information, the basic organisation of information security, and protective 
functions to define that they stand from identification of function for protection of the software 
of information security on a technical question, reflecting more detailed information on 
cryptographic methods of protection. Besides, the information in the elektronno-digital signature 
for safety of computer viruses is the reliable tool for effective work of the anti-virus software for 
protection of information systems and components at the same time struggle against attacks on 
the theoretical data. 

Key words: Information security, enciphering, decoding, a digital signature, identification, 
cryptography, computer viruses, anti-virus program components, the program provided blocks 
to protect in a complex from external threats.  

By information security, we mean information that prevents accidental or unintended 
adverse effects of a natural or artificial nature that may cause undue harm to information 
subjects, including those that support their infrastructure, and we understand that information 
is protected from owners. Information security is a set of measures to ensure the security of 
information [1]. The main components of information security are the following categories: 
infrastructure support and ensuring confidentiality, integrity and availability of information 
resources. 

Utility is the ability to obtain the information you need over a period of time. Integrity is 
the relevance of information and its protection from destruction and unauthorized changes. Only 
authorized people should be able to change the information. Confidentiality is the protection of 
information from unauthorized access, to which only authorized persons should have access. 

The main method of protecting information is access control, which is a protection 
method that regulates the use of all resources of information systems and information 
technologies. Such methods should be able to exclude any unauthorized access to information. 
Access control includes the following security functions: identification of users, employees and 
system resources (assigning a personal identifier to each object); identification of an object or 
subjects by the identifier assigned to them (ensuring authenticity); verification of the right to use; 
registration of access to protected resources; detection of unauthorized access attempts (alarm 
warning, system shutdown, system shutdown, refusal to answer requests). 

Identification and authentication can be considered as important software and hardware 
security, since the rest of the services are intended only for subjects. Identity and authentication 
is the main line of defense against accessing an enterprise's information space. The joint 
execution of the identification and authentication procedure is considered an authorization 
procedure. Identification allows subjects (users, processes acting on behalf of a specific user) to 
identify themselves. Authentication allows the other party to know who they really are. The term 
"authentication" is sometimes used synonymously with "authentication". 
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There are also cryptographic (Greek secret letters) information security methods, which 
are a set of ideas and techniques related to modifying information in order to protect information 
from unintended users. ... The information is presented in the form of text (message). This 
information is called plain text. The encryption process is called encryption and the encryption 
process is called encryption. 

Conversion from cryptogram to plain text is done by decryption. Additional information 
called a key is used for encryption and decryption. The exact key is the encryption secret [5]. 
Reading a cryptogram for a limited period of time without knowing the key should be 
significantly more difficult or practically impossible. Cryptography is one of the components of 
cryptology, the science of transferring information protected from unauthorized access. 

Cryptography, as it is also called, encrypts and decrypts data using a secret key. Another 
component of cryptology is cryptanalysis, which deals with the theory of extracting information 
from a cryptogram without knowing the key [4]. Modern cryptography consists of four main 
sections: symmetric cryptosystems; public key cryptosystems; electronic digital signature 
systems, key management. 

Electronic digital signature (EDS) is a property of an electronic document that is used to 
protect an electronic document from counterfeiting and verify the source of information. An 
electronic digital signature consists of a sequence of characters created by cryptographically 
modifying an electronic document. ERI joins the data block, allowing the recipient of the data to 
protect the data source, data integrity from fraud. An electronic digital signature is created by 
cryptographic modification of information using special software and a secret key of an electronic 
digital signature. 

EDS improves electronic document exchange and ensures document reliability. If the 
original text is changed arbitrarily, the EDS will not be valid. A single public and private 
cryptographic keys are generated for each user participating in the exchange of electronic 
documents and using an electronic digital signature. An important element is the secret key: it 
encrypts electronic documents and creates an electronic digital signature [2]. 

In addition, the secret key remains with the user and is delivered through a separate 
medium: it can be a floppy disk, a smart card. You will need to keep it private to other users on 
the network. The public key is used to check the validity of the EDS. A copy of the public keys is 
kept at the authentication center. The Authentication Center ensures registration and protection 
of the public key against errors or attempts to forge. Information security also includes anti-virus 
protection [3]. 

Thus, to effectively combat malware requires a comprehensive approach to protecting 
against external threats to information security. There are four main types of software for 
protection against external threats to information security in the information technology market: 
antivirus software; corporate firewall; personal firewalls; attack protection is one of them. Their 
application on site will definitely ensure your information security. 
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